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Abstract

With a projected increase in world population to about 2.3 billion by the year 2050
and the corresponding challenges this increase would have on the provision of
healthcare for the populace, there arises a need for a drastic improvement in the
current state of the healthcare industry in order to overcome the challenges. A shift
from the usual reactive approach to healthcare, in which health conditions would
have deteriorated before treatment begins, to a more proactive methodology, which
focuses on early diagnosis, identification and prevention of health conditions and
wellness management is needed. This can be achieved by making health condition
monitoring and well-being management a huge priority. Thus, considerations must
be given to Internet of Things (IoT) technologies, as they can impact positively in
designing, building and maintaining intelligent, interconnected and individually tai-
lored healthcare services and products. With the aid of IoT technologies, individual
physical conditions can be monitored continuously and remotely and actions are
taken as necessary. Also, a proper record can be kept for individual health conditions
and their progress levels monitored, thus, enabling healthcare providers to better
evaluate and detect early symptoms of health problems. Although with the adoption
of the IoT in healthcare, a lot of benefits are obtainable, there are still some concerns,
including security, standards, scalability and privacy. These concerns seem to over-
whelm the seemingly broad opportunities available in IoT and must be tackled to
facilitate the application of IoT. This chapter aims to open up the techniques and
advantages of IoT in personalized healthcare. It also opens up the challenges and
possible solutions that can be adopted in tracking and monitoring health status.
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8.1 Introduction

Over the past years, the usage of the Internet of Things (IoT) has continued to
witness an exponentially increase in its application in the field of information and
communication technology and is also tagged the future of the technical revolution.
It is a popular belief that the total amount of devices currently connected over loT
(about 12 million devices) will witness an exponential increase in the nearest
foreseeable future [1]. ToT is used to describe devices and equipment that are
capable of communicating and interacting with the Internet through physical
devices, sensors, microcontrollers and network connectivity to collect and
exchange data. In a bid to ensure consistent real-time data collection, each device in
the system is tagged with a unique identifier, which allows seamless communica-
tion between each machine, and the data collected from various devices in various
locations around the globe are to be stored in cloud storage, thus making our sys-
tems more efficient and smarter. Smart objects, which are the fundamental foun-
dation on which the process of refining the cyber-physical smart universal
frameworks are implemented, were created by IoT. The IoT is targeted toward the
interconnectivity of an unlimited amount of physical devices or equipment that
would have various sensors and actuators embedded in them, being enabled by
different access networks through the aid of technologies, including wireless sensor
networks (WSN), radio-frequency identification (RFID), real-time and semantic
web services [2]. It becomes obvious that the areas of application of IoT are lim-
itless due to its ability to facilitate communication between different physical
objects and allow an easy operation of devices over the Internet [3]. The role of
sensors in detecting signals cannot be overlooked as their roles are found in
numerous applications, including smart devices and systems, automotive systems,
climate monitoring, industrial control, healthcare and so on.

The idea of the IoT took off recently and it is defined as the combination of
devices that, by possessing network connectivity, can be monitored and controlled
from a web platform and also provides real-time information for subsequent uses
[4]. In another theory, the IoT is referred to as things, especially commonly used
devices and equipment that are distinguishable, identifiable, addressable and con-
trollable over the Internet by using either RFID, wireless LAN, wide area network
or other methods [5]. Kevin Ashton first used the word IoT in the year 1998, when
he observed that three models can be used to define the Internet, namely, the
sensors-oriented semantics, Internet-oriented middleware and knowledge-oriented
semantics. Although it is important to note that IoT is more versatile when working
across these three models in its different application scenarios. The applications of
IoT in the various facets of our lives include smart car parking systems, smart
homes and cities, industrial automation, smart agriculture and healthcare processes.
One major example of IoT application in healthcare is in real-time health status
monitoring of patients [6]. In recent times, [oT has increased its usefulness in the
health sector, through the use of sensors and microcontrollers in the collection and
analysis of data and also transferring to the cloud for access by caregivers (doctors
and nurses). When loT features are integrated into equipment and devices used in
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the healthcare sector, the quality and value of care delivered to patients are greatly
improved for different categories of patients with varying health conditions. Also,
there is no restriction on the number of patients that can be monitored per time as
patients’ data are computerized, thus helping both patients and caregivers capture
and monitor the data anytime from any location. These days, the majority of sen-
sors used in the health sector are relatively small in size, making them wearable and
closely connected to the patient for the doctor to monitor the patient’s current
condition irrespective of the time or location of the patient. This enables real-time
diagnosis and prescriptions to be administered as and when necessary [1].

In many developing countries, their current infrastructure for supporting
healthcare is not up to the minimum standard. To ensure that the general populace
has unrestricted access to healthcare, the various wearable sensors can be equipped
with communication capabilities with portable devices like smartphones and
tablets, etc., which enables communication with the cloud and then the people can
be provided with access to these devices to have access to real-time healthcare [7].

With the advent of IoT, medical records of patients are being transformed into
data for smart healthcare delivery, thus making healthcare more technologically
driven. IoT is capable of supporting applications that could potentially save lives in
the healthcare sector by carrying out activities, including patient data and records
collection from bedside and wearable devices, and real-time diagnosis of patients’
conditions (see Figure 8.1).

Through the aid of 10T, caregivers or doctors do not need to pay a physical visit
to the patient but can carry out monitoring, diagnosis and tracking of medical assets
remotely. With the utilization of sensors and network connectivity, sensual
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information of patients can be retrieved from the necessary department, thus assisting
the physician(s) to carry out more accurate diagnosis and treatment of patients,
especially for those who are not physically available for on-the-spot operations.

In recent times, the number of people who are being diagnosed with chronic
diseases is increasing daily, due to a lot of factors, including nutritional choices,
physical inactivity, consumption of alcohol or toxic substances, environmental pol-
lution, etc. According to the World Health Organization each year, an estimated
4.9 million people die as a result of the consumption of tobacco, 2.6 million deaths
from overweight or obesity, 4.4 million from elevated cholesterol levels, 7.1 million
deaths due to raised blood pressure (BP) and 1.9 million deaths due to lack of phy-
sical activity [9]. It is also forecasted that the number of deaths resulting from chronic
diseases over the next 10 years will experience a drastic increase of 17%, resulting in
about 64 million people deaths. Chronic diseases present a high level of variations in
their symptoms as well as the way they evolve and techniques of treatment. Many of
these diseases can lead to the death of the patient if not diagnosed and treated at their
early stages. Some of the most chronic diseases that have possibilities of being
treated include diabetes, BP and cardiac arrhythmia [9]. These chronic diseases often
result in limitations to the physical mobility of patients that could also lead to
socioeconomic and emotional related challenges [8]. In many cases, patients often
find it hard to accept the reality of the long-term status of the disease, thus making
adaptation difficult. This calls for constant monitoring by the doctor to constantly
diagnose their health status and set treatment routines. In previous years, glucose and
BP levels were measured by a physical examination in a specialized health facility,
but with technological advancement, some sensors have been designed to do such
measurements. Such sensors include a BP cuff, glucometer, heart rate monitor, etc.

One major concern in the evolution of humans is the health system with
respect to technology development, the recent pandemic (COVID-19) shows a
major example of how important standard healthcare is. In such situations, it is a
better and safer approach to remotely monitor and diagnose patients, and healthcare
systems equipped with the IoT could solve this challenge [10]. Remote patient
monitoring enables the observational analysis of patients outside of the clinic
environment and at their respective locations, thereby expanding access to health-
care services and reducing costs.

One common feature in the care delivered to critically ill patients is the repe-
titive measurement and diagnosis of patients body conditions, including heart rate
and rhythm, respiratory rate, BP, blood oxygen saturation, blood sugar levels, etc.
in instances where accurate and timely decision-making is required, electronic
monitors play a crucial role in the collection and display of these data. Now,
patients’ data collection can be carried out using non-invasive sensors to record
data that are routinely taken efficiently and detect conditions that could be life-
threatening as quickly as possible [11].

The advent of IoT has allowed the number of people being cared for to
increase and reduce overcrowding in healthcare facilities as the caregivers can
attend to all patients placed under their care at any time and from any location
without patients having to be physically present. For patients who require
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continuous monitoring, IoT would enable them only to visit the physician physi-
cally after the proactive intervention. Therefore, many of the challenges the
healthcare system is currently facing will be addressed as a load of patients in the
facilities would reduce, and also travel time of physicians will be reduced and also
create more time to be devoted to the patients with critical needs.

It is important to also mention that current monitoring systems allow patients
to be placed under continuous monitoring of vital signs, but this system allows
sensors to be placed in such a way that restricts patients’ mobility by being attached
to bedside monitors. In this case, there might be a wireless connection between the
sensors and the monitors [12], but it requires the patient to be within a specified
distance from the monitor such that outside that range, data collection becomes
impossible. Nowadays, an increase in the dominance of chronic diseases poses a
major challenge on individuals and society at large. These diseases could require
continuous and constant treatment in the hospital to keep important parameters
under control. In a bid to improve the quality of life of such patients, employing
automatic devices to monitor biological parameters in real-time takes it a step
further. Thus, creating an integration of mobile communications into these wear-
able sensors has set the ball rolling for the migration of healthcare services from
being clinic-centric to one that is more patient-centric [13].

During the recent decade, the demographic changes in developed countries
resulting in a more elderly population and the increasing prevalence of chronic
diseases have contributed to the need for constant monitoring of the state of
patients’ health. According to the World Health Organization [14], chronic diseases
such as coronary heart disease, cancer, chronic obstructive pulmonary disease and
diabetes mellitus type 2 constitute the leading cause of mortality in the world,
representing about 60% of all deaths. Chronic diseases are primarily attributable to
heart failure, currently the main cause of death in most Western countries. The
2016 report of the American Heart Association on the Heart Disease and Stroke
Statistics showed that 15.5 million people in the USA suffer from cardiovascular
disease, this prevalence increasing with age for both women and men [15]. Chronic
diseases also have a negative impact on the quality of people’s life. Patients suf-
fering from these pathologies must, often, carry out a monitoring of physiological
parameters such as heart rate and BP as well as take control of the main risk factors
that can aggravate their state of health. In less dangerous cases, it is convenient to
monitor patients outside the hospital. On the one hand, such patients can face their
illness in a family context that helps to speed up their recovery time. On the other,
this strategy implies a considerable saving of resources, allowing social health
facilities and personnel to be assigned to patients with more severe diseases.

8.2 IoT applications in personalized healthcare

8.2.1 In-clinic care

This application involves utilizing an loT-controlled sensor to continuously moni-
tor the patient, for whom close attention is a necessity due to their physiological
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conditions. The condition of the patient is monitored with the aid of these sensors
that use gateways to collect the needed physiological data and then stored in cloud
storage for unrestricted access by caregivers and doctors who might require the data
for further diagnosis as shown in Figure 8.2, thereby reducing the cost of healthcare
for the patient and improving quality of care provided [16].

8.2.2 Remote monitoring

Generally, IoT applied to remote health monitoring systems operates by keeping a
real-time track of crucial signs displayed by patients and providing a quick and
proactive response in the advent of any problem with a patient’s health. This
device, when connected to the patient as shown in Figure 8.3, important informa-
tion about patients’ vital signs are transmitted from the patient’s location to the
hospital via a transmitter that establishes a connection over a telecom network [16].
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In the hospital, there is a remote monitoring system that receives the data that has
been transmitted and sends it securely to the caregivers.

8.2.3 Blood pressure monitoring

One important piece of physiological data that could be received from the human
body is the BP and the most commonly used monitors are quite safe and easy to use
[17]. With technological advancement in healthcare, the simple and electronic BP
monitor is connected with an [oT sensor to enable real-time data collection and
transmission of BP levels to the necessary quarters.

8.2.4 Rehabilitation system

A rehabilitation system is capable of restoring the lost functional abilities of people
who are experiencing some form of disabilities, thereby improving the quality of
their lives. It becomes very essential in mitigating challenges that are associated
with the elderly ones, especially in cases of shortage of health personnel [10,17]. A
convenient interaction and allocation of medical resources in respect to patient
necessities can be done by an ontology-based automating designing method con-
nected with an IoT-based smart rehabilitation system [18].

8.2.5 Oxygen saturation monitoring

To carry out continuous monitoring of a patient’s blood oxygen saturation, in a
non-invasive manner, a pulse-oximeter is used [17]. With the advancement in the
field of communication technology, a lot of sensors used in the medical field are
beginning to have low-power consumption and low-power loss, thereby making
them very dominants. Pulse oximeters are employed for continuous monitoring in
the medical field to keep track of the blood oxygen level and heart rate of patients.
An IoT sensor, being attached to the body of the patient, will help to keep con-
tinuous track of these data in real-time [19].

8.2.6 Wheelchair management

When people suffer from a physical illness and find it difficult or unable to walk,
the wheelchair becomes a saving grace. A sensor that senses humans could be
connected over the Internet that detects when the human is falling off the wheel-
chair and can be monitored in real-time from the hospital. An acceleration sensor
could be attached to the wheelchair to detect the falling of the wheelchair [20].

8.2.7 Healthcare solutions using smartphones

Healthcare professionals obtain numerous benefits from healthcare apps
(Table 8.1) that provide on-the-go access to health records of patients, information
about location and time of events or emergencies of patients, means of commu-
nication between doctors and patients and efficient and timely decision-making
[21]. By using smartphone apps, in conjunction with sensors, the location and
access to healthcare services have improved, thereby resulting in better results on
patients’ health conditions.
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Table 8.1 General healthcare apps for smartphones [17]

SI.  Healthcare app Description

No.
1 Calorie counter ~ Keeping track of the food that has been consumed and calculates
the fat, weight as well as cholesterol present in the body
2 Heart rate It continuously monitors the heartbeat and collects relevant real-
monitor time information
3 Blood pressure It collects the blood pressure level of the patient, analyzes and
monitor records the data
4 Body Keeping track of the body temperature and alerting when the body
temperature temperature increased beyond set limits
5 Pedometer It is used in recording the number of steps that have been walked
and gives information about how many calories have been
burned per unit of time
6 Water your body The app is used to serve as a reminder to drink water every hour
and also in tracking the human body water drinking habits
7 OnTrack It is used in the monitoring of the blood glucose level and
Diabetes administering proper medication in treating diabetes
8 Skin vision It keeps on tracking the condition of the skin, thereby enabling us
to identify early any skin disorder that occurs
9 Eye Care It monitors the eyes vision and then is analyzed and tested
10 Asthma trackers It monitors real-time information of the patients’ asthma
and log
11 CardioMobile It monitors cardiac rehabilitation that is done remotely on a real-
time basis and collects the data
12 Pill reminder It serves as a reminder for the patient on the use of their
medication at the appropriate time
13 Fall detector This continuously monitors the rate of human activity and alerts in

case there are issues

8.3 Challenges of IoT in personalized healthcare

The 0T exceeds a conventional computer-based model but is more of an inter-
connected model of distributed devices. Modern applications in IoT create an avenue
for IoT services to integrate and use data from various devices. IoT builds a complex
system with basic features for detecting the status of the environment, recording
physiological data of humans, operational data of machines, detecting and differ-
entiating between humans, animals, events and other nonliving objects in the envir-
onment, with additional capabilities of communicating with other devices [22]. In
addition, the system can convert these data into instructions that drive automation
and provide some form of feedback to the system via the specified communication
networks to create actuation and control for other processes. Clearly, in this complex,
interconnected and heterogeneous model, there is bound to be a lot of challenges
associated with IoT. These challenges include, but are not limited to, the following:

1. Security and privacy: There could be a lot of situations that the devices con-
nected in the [oT, such as smartphones, sensors, etc., could be exposed to risk
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from hackers or hacking [1]. Thus, encryption must be carried out in instances
when data are required to be exchanged between devices.

2. Integration: Another challenge faced by IoT in the healthcare sector is the inte-
gration of diverse protocols and different devices within the framework of the
network. The numerous devices all collect data and transmit over different com-
munication protocols in the same network, thereby making it complicated [23].

3. Technology adoption: In many cases, it is not enough to introduce a new
technology that could help both patients and doctors, but more importantly its
easy acceptance, adoption and usage are vital, which would help monetization
easy in the healthcare system [24].

8.4 Security of IoT in personalized healthcare

With the increasing number of devices connected over communication networks in
IoT, there is an increasing risk in their security as new challenges are posed. When
a device is capable of Internet connection, there is a transfer of security risks faced
by modern computing devices. Thus, there are basic security requirements that
should be considered. These requirements include authorization, authentication,
confidentiality, trust and data security. In other words, there should be a secure
connection between devices over their dedicated networks, which has strict control
and restricted access to only authorized users. The data that are of concern have to
possess some level of security in collection, analysis, storage and transmission.
Notwithstanding the risks associated with human—machine communications, there
are also security risks in machine—machine communications. For instance, when
there needs to be a form of access from human users to the devices, some security
protocol has to be put in place. These protocols ensure that these devices are giving
access to authorized personnel only and are not revealing private and confidential
information to unauthorized users or for miscellaneous use.

8.4.1 The inherited security challenges in the loT

In other terms, IoT can be referred to as Internet 2.0 or the future Internet. IoT is not
a standalone form of communication or networks running differently or simulta-
neously with the Internet. Rather, it is an expansion of the Internet. This means that
IoT inherits some of the security challenges of the Internet while also posing some
new ones.

8.4.1.1 End-to-end security

As defined by Cisco, an end-to-end security system is a non-negotiable absolute
prerequisite needed to achieve a secure communication process [25]. It entails
keeping a layer of protection over the data transmitted from one end of the com-
munication to the other without creating a chance of being read, eavesdropped on,
tampered with or intercepted by unauthorized users. End-to-end security has been a
major challenge for many devices in IoT and their applications. With the hetero-
geneous architecture and the number of devices that all are connected for
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information sharing and collaboration, there is a serious security challenge posed to
end-to-end security. It becomes a lot more difficult to create secure communication
when the devices possess varying attributes and employ different communication
protocols (e.g., 802.11 vs. 802.15.4).

Again, most of the devices in the IoT have unequal capabilities. The majority
of computers, smartphones and various types of computerized devices establish a
connection with the Internet via HTTP, SMTP to carry out a lot of their actions,
thereby using TLS and IPsec protocols for dynamic negotiation of session keys, and
creating a level of security. But many other devices in the IoT cannot support these
protocols as a result of their limitations in computing and power capacity. Also,
embedded devices in the IoT may not have to use HTTP or IP for communicating,
thus having limited connectivity.

8.4.1.2 Data security

Data security covers the protocols in place for protecting data during storage and
communication. As defined by [26], data security involves putting measures in
place to prevent unauthorized access to data by destructive bodies. In other terms, is
referred to as information security, data security is very essential to the security of
IoT and closely linked to its safety. Conventionally, the effect of breaches in the
security of data has been confined within the scope of hacks of user personal
information or uncensored access to critical information, e.g., financial informa-
tion. But in recent times, these breaches could threaten the safety of humans. A
major example is when unauthorized access to information transmitted from and to
a self-driving car or a heart pacemaker could lead to a critical threat to the life of
the user. In another view, when a breach occurs in an IoT-enabled forest fire
detection system, the resulting event would be catastrophic.

8.4.1.3 Identity and access management

Cases of identity theft, impersonation, access credentials forgery, masquerading are
examples of types of security attacks that face identity protection in IoT. The
mechanism by which identification, representation, searching and accessing of
things in IoT remain a mystery, thus, leaves devices vulnerable to attacks on their
identity. There have been instances where a device in the IoT utilizes fake identities
to gain access to services and information provided by another IoT device, a pro-
cess referred to as a masquerade attack. In many cases, devices have to employ
mechanisms with stricter and secure algorithms to be able to detect unauthorized
access being sought by devices, thereby detecting imposters on short notice.
Attacks that are targeted toward loT include Spoofing, Masquerade, MiM and
Smurf attacks.

8.4.1.4 Compliance

When preserving security in IoT systems, ensuring strict compliance with laid
down government laws and regulations guiding the industry is an important factor
to note. Devices that are interconnected in the [oT must ensure that they adhere to
the necessary privacy policies and protection laws since IoT revolves around
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communication done autonomously by devices. This emphasizes the need to ensure
adequate privacy and security.

8.4.1.5 Physical and DoS security risks

In conventional network devices, there are certain protection measures put in place to
combat physical attacks or malicious access, for instance, securely storing routers in
cabinets. Also, in IoT, the interconnected devices would need to have some form of
protection mechanisms against attacks. Thus, implementing the physical security of
devices is a vital consideration in IoT. In addition, denial of service (DoS) attacks are
common in [oT. In its full activity, a typical DoS attack prevents the authorized users
from getting access to the services of a server by bombarding the server with ille-
gitimate service requests in a bid to fully exhaust the computational power of such
server [27]. This possibility of experiencing DoS attacks also extends to WSNs.

Furthermore, the 10T, being heterogeneous in model and employing complex
communications protocols, has an increased vulnerability to a distributed denial of
service (DDoS) attack. The DDoS is a form of attack formulated by several agents
in the network and initiated from different locations [28]. This makes such dis-
ruptive attacks, DoS and DDoS attacks a very great risk to the [oT as a lot of the
devices have limited power, memory and processing abilities and can easily get all
their available resources exhausted by a well-targeted attack [29].

In an attempt to counter DoS attacks, some protocols required the address of an
initiating host to be verified before requests are responded to. Such protocols
include DTLS, IKEv2, HIP and Diet HIP [29]. Other methods for creating resis-
tance to DoS attacks include employing clustering techniques to detect DoS attacks
in WSNs [30]. Other solutions revolved around designing intrusion detection sys-
tems, which could work specifically for WSNs [31].

8.4.2 IoT new security challenges

In IoT, fundamental issues of security, including authorization, authentication,
integrity, trust and confidentiality are necessary to be tackled. But this security is
often a challenge due to the unavailability of security protocols and infrastructure.
This creates a lot of new security issues that are often more severe than the existing
security challenges in the system.

The new security issues stem from the structure of IoT that is dynamic, the
multiple forms of communication that are embedded and the properties of the
devices that tend to make them low-cost. This reveals that these security challenges
cannot be tackled using the existing security solutions since the architecture of
modern [oT varies from that of the conventional Internet. With the continuous
evolution of IoT and its ever-increasing complexity, there is also an increase in the
complexity of these security challenges which is linked to two basic factors: low
cost and heterogeneity.

With low cost, there is an increasing trend for large-scale deployment of IoT
devices that have several constraints in their resources with devices having low-
power capabilities, limited memory resources and inadequate computational
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abilities [32]. For instance, in a bid to implement some of the conventional Internet
security techniques, such as public key infrastructure (PKI) and certificate authority
(CA), the cost of IoT devices increases. When considering heterogeneity, diverse
devices and communication protocols in IoT raise the amount and degree of com-
plexity of security challenges. For instance, when WSNs are integrated into the
Internet, newer security issues are created from the connection of the sensor node to
the Internet device. In a more practical implementation of using communication
devices having low power, such as ZigBee or IEEE 802.11ah, there is a need to
create a link for secured communication with a high-power device like a smartphone
and this requires employing necessary cryptographic techniques without utilizing a
lot of energy and bandwidth. This becomes an additional feature to the basic security
protocols already employed in establishing a secured connection to the Internet.

8.4.3 IoT security requirements

Authorization: In many smart loT devices, conventional authorization techniques
are used to satisfy this requirement. An administrator could be assigned to block
unauthorized access in low-power devices such as ZigBee IP. This prevents these
unauthorized requests from being routed to IoT devices.

Authentication: Authentication is a process that involves the verification of
the identity of someone requesting access. This is mostly done by employing a
username and password-based authentication protocol. However, this system has
been proven not to have enough security as passwords usually require them to be
changed frequently and also they cannot be used without keeping close attention to
the device on which they are being used. Now, the Secure Sockets Layer protocol is
commonly being used for authentication by websites. The process of authentication
also involves requesting both senders and receivers to verify the origin of the
information they are exchanging. This requirement is quite complex to satisfy as
the things in the IoT may not have a dedicated IP address.

Integrity and freshness: Message integrity tries to ensure that messages have not
been altered in any way. This is a very important requirement because 10T is all about
information being transmitted to perform a particular operation. Freshness helps to
ensure that only fresh messages are transmitted and not older messages being replayed.

Confidentiality: [oT must ensure that the personal and sensitive information
of users is protected from unauthorized access by malicious entities.

Resilience to attacks: An IoT system must have the self-recovery capability in
the advent of a crash. For instance, a server that works in an environment with multiple
users must have enough intelligence and strength to protect itself from entities who
might try to intrude or eavesdrop. In such a scenario, when it goes down, it would
perform a self-recovery without users being conscious of its downtime conditions.

8.5 Privacy

IoT devices create links with insignificant strength that could be exploited by
malicious entities and lead to events of a high volume of surveillance, tracing,
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tracking and monitoring of the activities and movements of users. This is due to the
nature of the devices being distributed in large volumes [33]. Nowadays, several
privacy threats are being introduced as a result of the proliferation of mobile
devices, GPS devices and other modern technologies in humans. For example, the
study in [34] revealed that the home location of a driver could be deciphered from
the GPS information retrieved from his vehicle. Further revelation explains that the
outer of an individual could be reconstructed so as to cater for the provision of a
detailed profile of his movement that could enable interference. Another example is
the indication of illness by recurring visits to a medical clinic, and consistent visits
to activist organizations could signal political ideas [35]. This marks an indication
that privacy incidents could have reasons to be on the increase as IoT continually
finds expression in our everyday lives. Thus, privacy is fast becoming one of the
major concerns as [oT undergoes increasing development.

In IoT, privacy is no longer being defined by anonymity [28]. Cases of pro-
filing and mining of data in an IoT situation could lead to danger to the users as a
result of data being collected and stored automatically, and the easy means of
sharing and analyzing personal data. One interesting potential carried by IoT is the
capability for devices to autonomously communicate with their environments by
sensing and observations. This causes attackers to configure devices with an ability
to autonomously carry out information retrieval about the environment of the sys-
tem or the user in view [36]. The most pressing concern with devices in [oT is their
autonomous exchanging of information between themselves. Another source of risk
and vulnerability to user privacy are devices that are capable of logging data about
their environment. This risk becomes a reality, especially the leakage of informa-
tion when the devices begin to share data logs amongst themselves [37].

The enormous volume of data, belonging to a wide range of owners, including
users, organizations and the general public, has been made available by the IoT
[38], which could be a pointer to particular interests, destinations and intentions
[39]. Although the opportunities provided are great, in terms of improving the
quality of services, this must be considered also but not to jettison privacy pre-
ference. Users must have a level of trust in the services they use when putting
regards to their privacy. Trust becomes a fundamental factor for users to consider
while adopting new technology [40]. This is reflected in the reluctance of users to
employ new technologies if there is not enough trust developed as regards their
privacy, security and safety, which is more pronounced in the IoT [41,42].

A varying collection of data about users is retrieved by sensors, which then
undergoes aggregation, analysis, processing, fusing and mining to allow the extrac-
tion of vital information for assistance in intelligent operations [43]. In 2006, Barnes
[44] proposed a privacy paradox in which it stated that “adults are more worried
about their privacy intrusion, while on the other hand teens tend to release infor-
mation freely.” In the year 2010, Mark Zuckerberg, the Facebook founder, justified
the change in the default privacy setting by saying that “privacy is no longer a social
norm,” though this has been subjected to lengthy debates by academics.

Recently, in the report released by the Oxford Internet Institute, a new privacy
paradox was proposed by [45] in which it was argued that younger people have a
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higher tendency to take definite actions to protect their privacy than older people. A
more recent study carried out by Pew Research Center [46] revealed that 86% of
the users of Internet services would have at a point taken deliberate actions to
remove or cover their online tracks. Some of the actions taken include cookies
clearing, employing pseudo-names, encryption of emails and hiding their IP
addresses using virtual networks.

In distributed systems, one way of ensuring that trust is developed is by
allowing users have more control over how their personal information is collected
[35]. In previous projects, like the Platform for Privacy Preferences Project (P3P),
users were given controlling access when the web browsers are being used. The
P3P protocol, which was initiated by the World Wide Web Consortium in 2002,
ensures that websites openly state their intention in the usage of information that is
collected via their web browsers [47]. This is as a result of trying to translate
website privacy policies into some form of information that could be read by the
machine to enhance transparency and give users the opportunity to choose [48].
Although the project had to end prematurely, it had experienced some level of
implementation [35].

8.5.1 Consent

As mentioned in the previous section, it is vital to create a balance between service
optimization and personalization with privacy preference. One technique that could
be adopted to attain this balance is to create an environment where users give
consent for the collection, storage and sharing of data. But this creates another set
of challenges. Traditionally, consent has been based on a transparent system in
which the service provider explicitly states the kind, amount and use of the data
being collected. Although there have been a lot of deliberations on the concept of
having to present a user with numerous pages of details, various challenges are
associated with the non-provision of an adequate interface on web pages to either
offer or retract consent. These challenges do not only come to play in public places
but also occur at homes that have embedded systems running IoT. An example is
sensitive data retrieved from the pressure sensors, IR sensors, and RFID systems
form enough source of information for monitoring and understanding the activities
of humans in a home. A practical example is personal data that are retrieved from
an IoT-enabled fridge that could be employed to predict the eating habits and the
health conditions of the user, which might have an effect on the insurance policy
with an insurance firm.

Privacy concerns related to the IoT also have effects in the industrial setting.
With the enormous complexity of the industrial IoT than traditional ICT systems,
there exists the potential for large-scale attacks as a result of its large attack surface
with numerous potential attackers [49]. Thus, there needs to be a formulation of
privacy requirements to prevent danger [50]. Looking beyond the risk of sensitive
information of employees or clients being violated, the tendency to lose intellectual
properties creates an avenue for competitors to reproduce the knowledge and the
products of such an organization, leading to a potential loss of competitive
advantage [49]. Although cases of industrial espionage could lead to theft of
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intellectual properties, compromising privacy could result in this intellectual capi-
tal leakage. For instance, if an event of data involving industrial orders is com-
promised, it could help the competitor in predicting the current state of goods and
materials, and the futuristic supplies and innovations that are being developed. In
another vein, when data protection is compromised, the financial performance and
strength, together with the intellectual capacity of the industry, could be revealed,
which could lead to severe financial implications in the long run.

8.6 Conclusion and future scope

Despite the fact that security and privacy issues have become key issues in our
present world, the importance of incorporating IoT into our healthcare system
cannot be overemphasized, as this will make healthcare accessible to more citi-
zens especially those residing in the rural areas of the developing countries.
Though there is a need to always create layers of security whenever [oT is being
incorporated into our healthcare system in order not to compromise the patient’s
records.
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